
Systems Security 
Purpose and Scope : 

 
The objective of Systems Security course is to systematically introduce the theories, principles and 

techniques of information systems security. The course covers concepts such as fundamentals of 
computer security, security mechanisms, operating system security,  network security, data base security, 

security vulnerabilities and secure design principles. After completion of the course, students should be 

able to explain the basic components of information systems security and the risks faced by computer 
systems, identify and analyze security problems in information systems, explain how security 

mechanisms in computer systems work, use cryptography algorithms and protocols to achieve computer 

system security, design security mechanisms to protect information systems, and implement key security 
mechanisms like Access Control, Sandbox, SetUID, Encrypted file systems.  
 

Prerequisite: Networks, Operating Systems 

 
Contents: 

 
Module-A : Security Models and Assessment, Security Evaluation, Vulnerability Analysis  

Need for security awareness, Definitions, Data Versus Information, Identification and Authentication 

Essentials, Access Control and Access Control Structures, Security Policies, Security Models and 

Confidentiality, Organization Security Architecture, Security Audit, Network Audit, Security Policy, 
Risk Mitigation, Incident Handling, Legal Support, Computer Forensics, Risk A nalysis, Vulnerability 

Analysis, Security Audits and Risk Management, Security Assurance and Evaluation Criteria. 

 

Module-B : Physical Security  

Traditional Security, Access Control Systems using Swipe Cards, RFID, Biometrics  

 
Module-C : Operating System and Application Security 

PGP, Security Protocols such as IPSec, PKI, Digital Signatures, Web Server Security, Access  
Control of objects, Authentication, Processes, Files, Users, Buffer Overflow Attacks, Kernel 

Flaws, Logging, Backups  

 

Module-D : Network Security 

TCP/IP Security, Internet Security Procedures, PPP, ECP. TLS EAP, DESE-bis, Firewall, IP Sec 

Architecture and Protocols, Dial in Operations, RAS PAP, CHAP, RADIUS, DIAMETER, Key 
distribution, IKE, Certification and Management, Intrusion Detection Systems , VLANs and VPNs, Email 

security, Network Attacks and DNS protection, DMZ setup, Proxy services etc. Encryption techniques 
:Cryptography Techniques, RSA, DES, 3DES 

 

Module-E : Databases and Distributed Systems Security  

Relational Databases, Statistical Database Security, Multi-level Secure Databases, Concurrency Control 

and Multi-Level Security, Authentication, Secure APIs, CORBA Security.  

 

LAB Exercises 

Configuring safe http and ftp servers, password and user management, hardening of servers  (port and 
service blocking), using pgp and digital signatures, setting up of tripwire like warning mechanisms. Field 

Trips to Service Installations (Depending on availability and permissions).  
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